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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

I N T R O D U C T I O N  

D e si g ne d  t o be  a  g u i d e  f o r i n div i d ua ls  re sp on s ib le  f o r  

t he i r  f i r m’ s  c o mp li a nc e  p ro g r a m,  t h is  re p o rt  sp ot l i gh t s  

t he  p iv ot al  i ss ue s re l a t e d t o t ra de  a n d c o m mu n ic at io n s 

su rv e il l an c e  t od ay .  T h i s  re se a rc h  in c l u de s  an  as se s sme nt  

of  t he  c o st  o f  v i o la t i o ns t o  f in a nc ia l  in st it ut io n s ,  s ha re s  

t he  p r o b le m z o ne s t h a t  a re  t op  o f  m i n d f o r c o mp li a nc e  

t e a ms,  an d  g r a de s  t he  p e r f o r m an c e  o f  f i n an c i al  se rv ic e s  

f i r ms  a c r o ss  s ix  k e y  e le me n t s o f  s uc c e s sf ul  p ro g r a ms,  

in c l u d in g:  

1.  Re g io n al  c on f i g u ra b i l i t y  

2.  Ac c u r at e  a le rt  ge ne r at io n  

3.  A ut o ma t i o n w he re v e r p o ss i ble  

4.  T h o ro u g h an d  e f f ic ie nt  i nv e s t i g at i on s  

5.  C ap t u re  c ov e ra ge  

6.  T e c h n ic al  a g i l i t y  

F i n di n g s  sh a re d i n  t h i s  re p o rt  hav e  be e n  c o ll at e d  f r o m 

Op i ma s’  di sc us si o ns w i t h ov e r 2 0 0 f i na nc ia l  i ns t i t u t i o ns  

re ga r d i n g t he i r  c o m p l i an c e  p r o gr a ms a n d p r i o ri t ie s  ov e r 

t he  p a st  y e a r.
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

F I N E  E X P E C T A T I O N S   

F I G U R E  1 .  P E R C E N T A G E  O F  F I N E S  I N  T H E  

U N I T E D  S T A T E S ,  B Y  S I Z E  I N  U S D  

Source: Regulators, Good Jobs First. Opimas analysis 

 

M any  f in a nc ia l  c o n d uc t  i nf r ac t i o ns  t h at  re c e iv e  

re g ul at o ry  a t t e nt i on a re  me t  w it h f i ne s as  lo w  as  U S$ 5k  

an d ne a rly  h a lf  of  a l l  f i n an c i a l  i n st it ut i on s  re c e iv e  n o 

p e n al t ie s  i n  a ny  g iv e n y e a r.  B u t  f i n anc i al  se r v ic e s  f i r ms  

a re  r ig h t  no t  t o  be  t o o op t i m ist ic  i n  a sse ss i ng  t he i r  o d ds.   

C a ut io n  i s  se n si b le  be c au se  a  s i g n if ic an t  p o rt i on  o f  f i ne s 

f o r  m i sc on d uc t  i n  f i n a nc ia l  se rv ic e s  re ac h e y e w at e r in g  

am o un t s.  A t  t he  e x t r e me s,  p e n a lt ie s  e x t e n d in t o t he  

b i l l io ns.  I n  f ac t ,  every 10 years,  a major  f inancial  
institution can expect annual penalties of $100 
mil l ion or more -  just  from US regulatory and 
judicial  bodies.  

A g l o ba l  t o t a l  f or  f i ne s  is sue d  i s  d if f i c u lt  t o p i n d ow n 

d ue  t o  v a r ie d c at e g o ri z at io n st a n da r ds  be t w e e n 

ju r is d ic t i o ns ,  b ut  Op im as  e st i ma t e s  t ha t  t he  U ni t e d 

St at e s  is  at  t he  r o ot  o f  ne a r ly  h al f  of  t ot al  f in e s is sue d  

f o r f in an c i a l  c r i me s  g l o b al ly ,  su g ge st i ng  t h at  f ine  t ot a ls  

re g ul a rly  h i t  $1 0 b n an nu a lly .   
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Every 10 years a major
financial institutions can 
expect annual penalties 
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

F I G U R E  2 .  T O T A L  F I N E S  –  S E C  

Source: SEC, Good Jobs First, Opimas analysis 

G l o ba l  re g u la t o r s  e ase d up  a  bi t  o n f i ne s  h a n de d o ut  i n  

20 2 1 c o mp a re d t o t he  y e a r be f o re .  A t  t he  Se c u ri t ie s  a nd  

Ex c h an ge  C om m is s io n ( S EC )  t h is  d ow ns h if t  w as  a ls o 

no t e d ( F i gu re  2 ) .  T he  l i k e l ie st  e x p l an at i on  f o r  t hi s  

s l ow d ow n  is  q u it e  s im p le  an d  n o c a use  f o r op t im i sm.  

D ue  t o  t he  se v e re  g lo b al  re sp o nse  t o t he  p an de mi c ,  

ma ny  re g u la t o ry  i nv e s t i ga t i o ns  st a l le d,  re s ul t i n g in  

f e w e r e nf o rc e me n t  no t ic e s  a n d f ine s.  I n  ou t bo un d  

c o mm u ni c a t i o ns,  re g u l at o rs  h av e  p r o m ise d t o  m ak e  up  

f o r l os t  t i me .  

G e r m any ’ s  B a F i n ( F e de r al  F in a nc ia l  Su p e rv i s o ry  

A ut ho r it y )  st at e d t ha t  “s t a r t in g  in  2 02 2,  Ba Fi n  w i l l  

a s su me  so l e  re s po n si b i l i ty  fo r  f in a n c ia l  re po rt in g  

en f o r c e m en t.  W e w i l l  b e  s en d in g  t w i c e a s  m a n y  s ta ff  

me mb er s  in to  a c tio n  a s  i n  t h e tw o  pr ed ec e s so r  te a m s pu t  

to g e th e r :  a pp ro x i ma t el y  6 0 e mpl o y e e s  w i l l  b e  w o rk in g  in  

Ba F in ’s  f in a n c ia l  r e po r t i n g  e n fo rc e me n t  d ir ec t o r a t e.  A l l  in  

th e  in t e re s t s  o f  en su rin g  a  c l ea n  c a p it a l  ma rk e t. ”  

Si m il a rly ,  t he  U n it e d  K in g d o m’ s  F in a nc ia l  C o n d uc t  

A ut ho r it y  ( F C A)  w r ot e  in  a n o ut b ou n d e m ai l  t ha t  it  

w o ul d  re v  up  it s  e f f o rt s .  " S in c e ( l a s t  y ea r) ,  w e a r e  b e in g  

to u g he r  o n  f i r ms  w ho  w a n t  a u t ho ri sa t io n  to  o p e ra t e in  t he  

U K,  u s in g  d a ta  m o r e sy s t em a ti c a l l y  to  a s k  th e  f i rm s w e 

su p e rv i s e  mo re  r ig o ro u s q u e s t io n s a n d  u s in g  o u r  

en f o r c e m en t a n d  in t erv e n t io n  po w e r s  mo re  a c t iv el y ,  

pu s hi n g  th e  b o u n d a r i e s  w h er e w e n e ed  to . ”  

T he  U n i t e d  S t a t e s  i s  t a k in g  t he  sa me  p a t h,  w it h t he  S EC  

p r oc la i m in g  i t s  re a d ine ss w i t h  “ w e ’ r e  g o o d  to  r o c k  a n d  

ro l l  ( i n t o  20 2 2) . ”   

T he  me ss a ge  is  c on s is t e nt  re g a r dle ss  of  j ur i s d ic t i on.  
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

P E N A L T Y  T Y P E S  

A b ou t  ha lf  of  t h e  f i ne s  t h at  h av e  be e n is s ue d t o f i na nc i al  

in st it ut i on s  by  U S  re g ul at o rs  an d  j u d ic ia l  b o die s  s in c e  

t he  y e a r 2 00 0 w e re  at t r i b ut e d t o v a r i ou s t y p e s o f  

se c u r it ie s  f r au d,  t h ou g h t he re  a re  se v e r al  ot he r  

c at e g o rie s  o f  in f ra c t io n s t h at  h av e  re c e iv e d st if f  

p u ni s hme nt s.  T r a de  a n d c om m un ic at i on s s u rv e i l la nc e  

p r o g ra m s a re  p a rt ic u la r ly  use f u l  f o r de t e c t i n g an d  

p re v e nt i n g se v e r al  of  t he se  v i o la t i o ns,  in c l u d in g A ML  /  

K YC ,  sa nc t i o ns v i ol a t i on s,  ma rk e t  a b use  /  i ns i de r  

t r a d in g,  a n d ot he r i nv e st o r p r ot e c t io n i ss ue s.  

I n  a d di t io n  t o  t he se  t r a di t i o na l  a re as  o f  f i n anc i al  

mi sc o nd uc t,  f ir m s a re  aw a re  o f  f ur t he r  e x p o su re  t o  

p e n al t ie s  an d  re p ut at i on a l  da m a ge s  d ue  t o ot he r t y p e s  o f  

mi s be hav io r,  i nc lu d i n g ha r as sme n t  a n d di s c r i mi n at io n 

sc e n a r io s.   

 

 

 

F I G U R E  3 .  T Y P E S  O F  F I N A N C I A L  O F F E N S E S  I N  

T H E  U N I T E D  S T A T E S  S I N C E  2 0 0 0  B Y  T O T A L  

P E N A L T I E S  I S S U E D  ( U S D  B I L L I O N S )  

Source: Regulators, Good Jobs First, Opimas analysis 

AML / KYC
$9.9 

Sanctions 
violations

$27.3 

Insider trading
$1.8 

Investor 
protection

$84.9 

Tax violations
$16.3 

Accounting 
fraud and 

deficiencies
$8.5 

Other
$20.9 

Securities 
fraud

$166.9 

Total 2000 to present: $336.5 bn
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

 T O P  P R I O R I T I E S  I N  C O M P L I A N C E

F I G U R E  4 .  S U R V E I L L A N C E  E S S E N T I A L  F O R  

M A N Y  C O M P L I A N C E  P R I O R I T I E S  I N  2 0 2 2  

Source: Opimas analysis. Interviews with over 200 financial institutions 

 

I n  a d d it io n  t o  t he  t r a d it io n al  p r i o ri t ie s  f o r  c o mp li a nc e  

t e a ms,  n ov e l  c o nc e r ns hav e  j ut t e d t o  t he  t op  of  t he  l is t .  

F i r ms  ap p e a r t o be  c o nc e r ne d a b o ut  a p p ro p ri at e ly  

mo n it o ri n g d is t ri b u t e d  w ork f or c e s,  p re v e nt i n g 

d isc r i mi n at o ry  a nd  ha r as si n g be h av i o rs,  an d  e st ab l is h in g  

p r ot oc o ls  t o e n su re  c om p l i an c e  p r oc e d ure s  an d t e a m s 

t he mse lv e s a re  re g u la r ly  t e st e d a n d he l d ac c o un t a b le .  

C a re f u l  s u rv e il l anc e  c an p l ay  a  p iv ot al  r o le  i n  he lp i n g 

c o mp li a nc e  of f i c e rs  ac hie v e  t he ir  go a ls .  

C o mp l ia nc e  t e a ms a ls o e x p re sse d c o nc e r n,  e c h oe d by  

re g ul at o rs,  a bo ut  ge op ol it ic a l  u nc e rt a in t y  a n d  p ot e nt i al  

ma rk e t  v ol at i l i t y .  C h a n gi n g m ark e t  p a t t e r ns  c a n c re at e  

un c e rt ai nt y  a nd p o t e n t i al ly  o bsc u re  av e n ue s by  w h ic h 

b ad  a c t o rs  m i gh t  t ry  t o m an ip u la t e  t he  m a rk e t .  D a t a  

v ol u me s a re  a ls o le s s  p re d ic t a b le  i n  v ol at i le  c o n di t i o ns ,  

p ot e n t i al ly  re q u i ri n g  r ap i d a dj us t me n ts  t o s u rv e i l la nc e  

e f f or t s .  

 

Compliance 
priorities

% Firms citing as a 
top priority

Change since 
2019

Role for trade and 
comms surveillance

Bribery/gifts 12%

Crypto 19%

Privacy 20%

Personal account dealing 20%

Best execution 25%

Trade allocation 27%

Insider trading 42%

Regulatory reporting 44%

Money laundering 52%

Compliance accountability 61%

Market volatility 62%

Distributed workforce 68%

Market manipulation 84%

Discriminatory behaviors 86%
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

Su rv e il l an c e  t e a ms ap p e a r no t  t o  be  t o o p re oc c up ie d  

w it h c ry p t o f o r  t he  t i m e  be i n g,  l ik e ly  be c a use  t r a d it io n al  

f i na nc i al  se rv ic e s h av e  y e t  t o  e n t e r t h is  as se t  c la ss  e n  

ma sse .  T h is  i s  de sp it e  t he  hy p e  an d  a  ha n df u l  of  p ai nf u l  

f i ne s -  c ry p t o- t ra d i n g p l at f o r m,  B it M E X an d c ry p t o 

p ay me n t s  s o lu t io n B i t p ay ,  f ie l de d m ul t i m i l l i o n - d ol la r  

f i ne s  f o r ne gle c t in g  m o ne y  la u n de ri n g o bl i g at i on s.  

H ow e v e r,  a s  n ot e d  i n  O p i m as  re p o r t  “C ry p t o  

I nf r ast r uc t u re  S o lu t i o n L a nd sc ap e ”,  e v e n c ry p t o  p lay e r s  

hav e  m a de  s i g ni f i c a n t  i nv e s t me n t s i n  Re g T e c h,  w i t h 

sp e nd i n g on  A ML  /  K YC  a n d s urv e i l l a nc e  s ol ut i on s  

d ou b l in g  ov e r  t he  la st  y e a r.   

Ev e n  if  t ra d it i on a l  in st it ut i on s c o nt in ue  t o av oi d  c ry p t o,  

it  i s  l ik e ly  t h at  c om p li a nc e  o f f ic e rs  a n d  i n v e st i ga t i o n 

ma n a ge r s  f am i l i a r  w i t h  re gu la t or s  a n d  s u rv e i l la nc e  t o ol s  

w i l l  ge t  p oac he d by  c r y p t o f ir m s de sp e r at e  t o le g it i mi ze  

t he mse lv e s t o re g u la t o rs.  

Su rp r i si n gly ,  p r iv a c y  r e g ul at i on s l ik e  t he  G e ne ra l  D at a  

P r ot e c t io n Re g ul at i on ( G D P R )  ap p e a r t o be  d e p r i o ri t i ze d  

de s p i t e  t he  d r ac o n ia n p ot e nt i al  f i ne  sc h e d ule  f o r  

in f ra c t io ns.  H ow e v e r,  i f  e v e n  a  s in g le  b i g  f i n e  i s  i ss ue d,  

t h is  w il l  q u ic k ly  c ha n g e .  
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W H A T  M O D E R N  S U R V E I L L A N C E  P R O G R A M S  M U S T  C O N S I D E R

W it h  inc re a se d  re g u la t o ry  re qu i re me n t s  a n d  p e na lt ie s  

ov e r t he  p ast  de c a de ,  f i na nc ia l  in st it ut i on s ha v e  lo n g a g o  

a ba n do ne d  w ha t  w e re  o nc e  r at he r  l ac k a d a is ic al  

ap p r oa c he s t o  c om p l i a nc e .   

St i l l ,  w i t h  p ie c e me al  su p e rv i so ry  re qu i re m e nt s a d de d 

y e a r af t e r  y e a r,  a n d t e c h no l o gic a l  c ap a bi l it i e s  p l ay i n g 

c at c h- up ,  ma ny  c o m p l i an c e  e f f or t s  are  f a r  f r om  in  t he i r  

i de a l  s t a t e .  W h ile  t he  se l l  s i de  t e n d s t o ou t p e rf o r m t he  

b uy  s i de  a n d l a r ge r  i n st it ut io n s t e nd  t o  h av e  inv e st e d 

mo re  t h a n t he i r  sm a ll e r c ou n t e r p a r t s ,  i mp o rt a nt  ga p s  

re ma i n e v e ry w he re  ac r os s  k e y  t ra de  an d  c o m mu n ic at io n s 

su rv e il l an c e  p r o g ra m s  e le me nt s.  I n  F i g u re  5  a n d in  t he  

f o l l ow i n g se c t i o ns,  f i r ms  a re  i nv i t e d  t o  c o mp a re  h ow  

p e e r s  se lf - e v a l ua t e  a n d i de n t i f y  w he re  op p o r t u ni t ie s  f o r  

im p rov e me nt  c a n  st i l l  be  f o u n d.   
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T H E  D E F I N I T I V E  G U I D E  T O  M O D E R N  T R A D E  A N D  C O M M U N I C A T I O N S  C O M P L I A N C E  

F I G U R E  5 .  P E R C E N T A G E  O F  F I R M S  A C H I E V I N G  I D E A L  S T A T E   

Source: Opimas analysis. Interviews with over 200 financial institutions

Broker-Dealers - 
Tier I

Broker-Dealers - 
Tier II

Broker-Dealers - 
Small

Asset Managers - 
Tier I

Asset Managers - 
Tier II

Asset Managers - 
Small

Present as clearing 
member or primary 
dealer in at least 10 
markets globally

Present as clearing 
member or primary 
dealers in 4 - 9 
markets globally

Other broker 
dealers

Assets under 
management 
>$250bn

Assets under 
management  $25-
250bn

Assets under 
management  
<$25bn

# 30                                   450                                7,000                           70                                   250                                9,000                           

10%

Technical agility

65% 60% 55% 25% 18%

8%

Capture coverage

85% 74% 68% 82% 72% 58%

Thorough and efficient 
investigations 65% 40% 28% 45% 32%

20%

Automation wherever possible

60% 50% 45% 58% 48% 32%

Accurate alert generation

45% 42% 30% 40% 32%

Regional configurability

85% 76% 76% 70% 50% 33%
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R E G I O N A L  C O N F I G U R A B I L I T Y  

Ev e ry  j u ri s di c t io n ha s d is t i nc t  re q u i re me nt s,  w h ic h f i r m s 

mu st  c a re f ul ly  m in d  a n d e ns u re  t he i r  su rv e il l an c e  

p r o g ra m s a re  f le x i b l e  e no u gh  t o  m an a ge .  C o mm o n 

p r o b le m z o ne s in c l u d e  v a rie d p r i o ri t iz at i on  of  p r iv ac y  

v e rs u s re t e nt i on,  di f f e re nt  de f i n it i on s of  r e al - t ime  o r  

T + 1 t ra de  m o ni t o r i n g,  an d  e v e n  c a p a b il it ie s  f o r  

su rv e il l in g  a  m ul t i l in g ua l  w o rk f o r c e .  W h i le  t he  l a r ge s t  

b r ok e r de a le r s  hav e  m a de  s i gn if ic an t  e f f o r t s  t o a dd re ss  

t he i r  f i r m’ s  gl o b al  ne e ds,  p r o ble m s p e r si st .   

Ev e n  a t  t he  w or l d s’  l a rge st  se l l- s i de  i ns t i t ut io n s,  on ly  

25 %  of  f i r ms  in t e rv ie w e d  e x p re sse d  s at i sf ac t i on  w it h  t he  

au t o m at io n of  t he i r  su rv e i l l a nc e  ac r os s  m ul t i p le  

la n g ua ge s.  T h is  is  p r o b le m at ic  giv e n  h ow  c o m mo n it  is  

w it h in  f i na nc i al  se rv ic e s  f o r  e mp loy e e s t o  be  

mu l t i l in g ua l ,  e v e n in  mo st ly  E ng l is h- sp e ak i n g c ou nt r ie s  

( se e  F i g u re  6 ) .  T h is  i n v it e s  t he  ri sk  t h at  c o nv e rs at io n s 

c a nn ot  be  f u l ly  m on it o re d if  c on d uc t e d in  a n ot he r  

la n g ua ge .  

F I G U R E  6 .  L A N G U A G E  S U R V E I L L A N C E  U N D E R S C O R E S  G A P  I N  G L O B A L  C O V E R A G E  

Source: Opimas analysis. LinkedIn 
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A C C U R A T E  A L E R T  G E N E R A T I O N  

M os t  f i r m s re ly  on  r ule s  a n d le x ic on - b a se d  

me t h od o lo g ie s  t o  c re a t e  t he  ale r t s  t h at  a re  r e v ie w e d  by  

c o mp li a nc e  t e am s.  Ma ny  f i r m s e v e n  c on d uc t  on ly  m a nu a l  

se a rc he s  of  a r c h iv e s  d u ri n g ac t iv e  inv e st i g at io n s ,  an d  

d on’ t  d o mu c h  t ha t  w o ul d be  c on si de re d  p ro ac t iv e .  

T u n in g  t he se  a le r t s  t o a  use f u l  le v e l  re qu i re s  c a re f u l  

nav i ga t io n o f  l a n gu a g e s,  t ra de r ja r g on,  e t c .  as  w e ll  as  

t a i l o re d  a sse t - c la ss - s p e c if ic  st r at e g ie s  a n d  na v i ga t i o n o f  

ma rk e t  c o n d it io n s i n  t r a de  su rv e i l l a nc e .  Ev e n  w it h 

c a re f u l  c on st r uc t i o n,  t he  ale r t s  c a n be  w i l dly  use le s s  an d  

e v e n c o un t e rp r o duc t iv e .   

Ve ry  f e w  f i r m s  a re  s at i sf ie d w i t h  t he  q ua l it y  o f  t he  a le r t s  

t he y  p ro d uc e .  F i rm s  st r iv i n g f o r  t he  be st  p o ss i ble  

su rv e il l an c e  re su lt s ,  a n d a  ma n a ge a b le  n um b e r of  ale r t s ,  

sh o ul d  c a re f ul ly  c om b ine  c la ss ic  le x ic on s,  me t a d at a,  

t r a de  an d  o r de r i nf o r ma t i o n,  as  w e l l  as  m o re  c u t t in g-

e d ge  t e c hn i q ue s  t ha t  e n a ble  la n g ua ge  i de nt if ic at io n,  

e nt it y  re c o gn it i on,  se nt i me n t  a na ly s i s ,  n oi s e  de du p i n g,  

t op ic  i de nt i f ic at i on,  c l us t e ri n g,  an d  mo re .   

Su p e rv i se d a n d u n su p e rv ise d ma c h i ne  le a rn i n g s h ou l d be  

ap p l ie d t o  be t t e r c a t e g o ri ze  c om m u nic at i o ns  an d  t r a di n g 

ac t iv it y  t h at  w a r ra nt  at t e n t i o n,  he lp i n g t o sav e  t i me .  

T he se  t e c hn i que s  c a n  a ls o be  u se d t o im p le me nt  a  sy st e m  

of  s c o r i n g a le r t s  f o r  r i sk i ne s s,  w hic h  c an  f u r t he r he lp  t o 

p r i o ri t i ze  i nv e s t i g at i o ns  f o r an a ly st s .  

H ow e v e r,  a r t i f ic ia l  i n t e l l i ge nc e  an d  na t u r a l  l an g u age  

p r oc e ss i ng  ( N L P )  ap p r oa c he s,  w hi le  f u l l  of  p o t e n t i al ,  a re  

of t e n he l d bac k  f or  a  f e w  re as o ns.  I n  a d d it i o n t o s o me  of  

t he  un de r ly in g t e c h n ol o gie s  n ot  y e t  be i n g f i t  f o r se rv ic e ,  

t he y  a re  o f t e n bu i lt  o n l i m it e d t r a in i n g da t a t h at  mu st  be  

k e p t  p r iv at e  a nd  re qu i re  e x t e n siv e  p e r so na l i za t i o n f o r  

e ac h use  c a se .  T h i s  o f t e n m ak e s  t he  sc a l i n g  o f  t he se  

a dv a nc e d ap p r o ac he s  ac r os s  m ul t i p le  f i r ms  q u it e  

d if f ic u lt .  

M o de rn  mo de ls  a re  be c o mi n g  i nc re as i n gly  e f f e c t iv e  w it h  

le s s  t r ai n i ng  da t a.  A d d it io n al ly ,  ML  c a n be  u s e d t o le a rn  

w h ic h  me s sa ge s a re  n ot  b u si ne s s- re la t e d an d s up p re ss  

t he se  ale r t s .  Au t o m at i n g t he  c l a ss if ic at io n  o f  d isc l ai me rs  

an d  e x c l us i on  l i st s ,  a n d sw e rv in g  ma rk e t i n g  me ss a ge s  

al so  i mp r ov e s t he  e f f i c ie nc y  of  a  s u rv e i l la n c e  p ro g r a m 

an d  s i mp li f ie s  t he  m a n a ge me nt  t he re o f .  

So p h is t i c a t e d m o de l s  c a n a ls o  he lp  de e p e n  

un de r st an d i n g of  a n i n div i d ua l ’ s  be ha v io r  an d   

c o mm u ni c a t i o n h ab i t s  –  e na b l in g  a  su rv e il l a nc e  a na ly st  

t o  re c o g n i ze  c h an ge s,  i nc re ase  t he  r isk  s c o r in g  o f  t he  

e mp loy e e ,  a n d he i gh t e n su rv e i l l an c e  w he n ap p r op r ia t e .  
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En s u ri n g ale r t i n g me t ho d o lo g ie s  a re  t a i lo r  m ad e  f o r  

p a rt ic u la r  a sse t  c l as se s an d  in st r ume n t  t y p e s,  an d  no t  

re ly i n g  o n ly  o n  ru le s- ba se d  a le rt s ,  i s  e s se n t i a l  t o  

re d uc i n g  t i me - c on s um in g  f a lse  p os i t iv e s.  A p p ly i n g t he  

sa me  ru le s  t o  e x a m ine  e qu i t ie s  a n d  bo n ds,  f o r  i n st an c e ,  

p r o d uc e s  a  de a f e n i n g n um be r  o f  f a lse  p os it iv e s.  

E qu a lly  im p o r t a nt ,  ale rt s  s ho u l d t ak e  t he  e n t i re  t r ad i n g  

ac t iv it y  i nt o ac c o un t  – se v e ra l  m ark e t  a bu s e  sc e na r i os  

a re  n ot  ap p a re nt  w he n mo n it o ri n g a  s i ng le  as se t  c l as s  

in d iv i du al ly .  T h is  is  p a rt ic ul a rly  d if f ic u lt  t o  a c h ie v e  a t  

in st it ut i on s  w he re  a le r t s  a re  m an a ge d  by  se p a ra t e  t ra de  

su rv e il l an c e  p l at f o r ms.  

T he  be s t  su rv e i l l a nc e  so l ut io ns  le v e ra ge  a l l  t e c h n i que s  

d isc u sse d a bov e  t o  g a i n a  c o mp re he ns iv e  un d e rs t a n d in g  

of  a n  ac t iv it y ,  re s u l t i n g i n  a  mo re  ac c u ra t e  r isk  

as se s sme nt  w it h le s s  t ime - w a st i n g a le rt s  a n d i mp r ov e d  

de t e c t io n o f  s u sp ic io us  p a t t e r ns.  

A U T O M A T I O N  W H E R E V E R  P O S S I B L E  

T o  o p t im i ze  i nv e s t i g at i on  ma na ge r s’  use r  e x p e r ie n c e  an d  

t he  s o un d ne s s  o f  s urv e il l an c e  e f f o rt s ,  a  p ro g r am  i de a lly  

mak e s use  o f  au t o m at i on  e v e ry w he re  p os si b l e ,  i nc lu d i ng  

at  le as t  f o r:  

•  C he c k s of  re c o r di n g a n d su rv e il l an c e  sy s t e ms  t o 

mak e  s u re  t he y  re m a in  op e r at i on a l  

•  W o rk f l ow  i mp r ov e me n t s  

•  I nv e s t i g at io n  t ho r o ug h ne s s  

•  L an g u a ge  t r a nsc r ip t i o n  a n d t r a ns la t i o n  

•  D at a v is u al i za t i o n an d  c o nf i gu r a ble  da sh b o a r ds   

•  T r a de  re c o ns t ru c t io n  

•  Re g ul at o ry  re p o r t i n g r e q ui re me nt s  

 

O nly  6 0%  o f  t he  w o r l d’ s  l a r ge s t  se l l- s i de  f i r ms re p o r t  

ac hie v i ng  a  me an i ng f ul  de g re e  of  au t o m at io n  a c r os s  t he i r  

su rv e il l an c e  p r o g ra m s ,  le av i n g c o ns i de ra b le  r o om  f o r 

im p rov e me nt .  

T H O R O U G H  A N D  E F F I C I E N T  
I N V E S T I G A T I O N S  

Ve ry  f e w  f in an c i a l  in st i t u t i o ns f e e l  t he y  e x p e r t ly  m a na ge  

t he i r  i nv e s t ig at i on s.  I n  f ac t ,  on ly  8 % o f  s m al le r  a sse t  

ma n a ge r s  de sc r i be  hav i n g e f f ic ie n t  i n v e st i ga t i o n 

p r oc e sse s i n  p l ac e  f o l lo w i n g de t e c t io n of  a  su sp ic io u s 

ac t iv it y .  T he  ma j o ri t y  t ak e  a  v e ry  p a ss iv e  a p p r oa c h.  Ma ny  

f i r ms  a d m it  t o  re ly i n g  ov e rw he lm i n gly  on  m a n- ho u rs  

w he n re q ui re d  t o i nv e st i ga t e  a  su sp ic io u s e v e nt  o r  a le rt  

in  de t a i l .  T h is  is  f a r  f r om  t he  ide a l  st at e ,  w hi c h  w ou l d  

se e k  t o e f f ic ie nt ly  a ut om at e  t he  p ro c e s s o f  c re at i ng a  
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si n gle  ale r t / t i me li ne  o f  t he  f ul l  e v e n t  t h at  t ook  p l ac e ,  

in c l u d in g al l  re le v a nt  in f o rm at i on ac r o ss t r a d in g,  

c o mm u ni c a t i o n,  an d  m a rk e t  ac t iv it y  da t a.   

F o r  a l l  t he  c o m p l ai n t s  t h at  a re  he a r d  a bo ut  p oo r  q ua l it y  

ale r t  ge ne ra t i o n,  le ss  at t e n t i o n ha s  be e n  p ai d  t o w h at  is  

d one  t o p r op e r ly  i nv e st i ga t e  an  a le rt  a n d  d oc u me n t  

de c is i on s  ma de  a l o n g  t he  w ay .  T he  e n d  go a l  f o r 

c o mp li a nc e  t e a ms is  t o  f i ne t une  de t e c t i on o f  su sp ic io us  

ac t iv it y ,  a n d t he n t ri a g e  i nv e s t i g at i on s as  e f f i c ie nt ly  an d  

re p e at a bly  a s  p o ss i b le .  F e w  a re  c u r re nt ly  at  t hi s  st a ge .  

Re g ul at i on s hav e  a l so  se rv e d  a s  t he  i mp e t u s f o r ge t t in g  

one s h ou se  i n  o rd e r.  T he  M ark e t s  i n  F in a nc i a l  

I ns t r u me nt s  D i re c t iv e  I I  ( Mi F I D  I I )  de ma n d s t ha t  al l  p re -

,  a t ,  a n d  p os t - t r a de  da t a,  i nc lu d i n g re l at e d  t e x t  a nd  v o ic e  

c o mm u ni c a t i o ns,  be  st ore d i n  a n i m m ut a ble ,  b ut  

re t r ie v ab le  f o r m at  f o r at  le a st  5 y e a rs.  Re t r i e v a bi l it y  is  

k e y  t o  me e t in g  t he se  r e q ui re me nt s.  One  a p p r oac h i s  t o  

st o re  a l l  re q u ire d d at a in  a  s i n gle  re p o si t o ry  o r da t a l ak e ,  

ov e rl a id  w it h se a r c h  c a p a b il it ie s  t o a l l ow  a d  h oc  re t rie v a l  

in  re sp on se  t o re gu l a t o ry  re que st s.  B ut  t h is  is  n ot  a  

t r iv ia l  e x e rc ise ,  an d  re q ui re s  c o ns i st e nt  i n de x in g  of  

re c o r de d d at a  t o t ra ns ac t i on s,  l i nk i n g  t o g e t he r  v o ic e  

me s sa ge s,  S MS,  I M,  Sk y p e ,  a nd  a l l  ot he r  re q u i re d  

c h an ne ls .  

Ev e n  w he re  an  in st i t ut io n’ s  s u rv e i l la nc e  e f f or t s  a re  

s i l oe d,  it  i s  a  re g ul a t o ry  re q u i re me nt  t o be  a b le  t o  

p r o d uc e  t h i s  c o mp re he n s iv e  re p o rt  in  s h o rt  o r de r.  

I ns t i t u t i o ns  a b le  t o  a ut o ma t e  t ra de  re c o ns t r uc t i o n 

re p o rt s  in  a  t i me ly  ma n ne r c an m ak e  us e  of  t he se  

t h r ou g h ou t  da i ly  inv e s t i g at io n s.  T h ose  w h o c on t i n ue  t o  

re ly  o n m an u al ,  p e op le - i nt e ns iv e  a sse m b ly ,  w il l  s t ru g g le .   

C O M P L E T E  D A T A  C A P T U R E  

So me  o f  t he  da t a  s o u rc e s  t h at  m us t  be  r e c o r de d o r 

c ap t u re d  f o r su rv e i l l a nc e  p u r p o se s  i nc lu de :  t he  

c o mp any ’ s  a rc h iv in g  sy st e ms,  e C om m s ( e ma i l ,  c h at ,  e t c . ) ,  

aC om m s ( f ix e d  l i ne ,  t u r re t s ,  V oI P ,  e t c . ) ,  c o l l a b or at i on  

t o ol s  ( One D r iv e ,  G o o g le D riv e ,  Sh a re p oi nt ,  e t c . ) ,  u ni f ie d 

c o mm u ni c a t i o ns  ( M ic r os of t  T e a m s,  Z o o m) ,  st r uc t u re d 

d at a ( t r ade  a nd  o r de rs ,  ma rk e t  d at a,  e m p l oy e e ,  c on t ro l  

r oo m,  e t c . ) ,  mo b ile  ( S M S &  v o ic e ) ,  ov e r- t he - t o p  ( OT T )  

c h at  a n d v o ic e  ap p s  l i k e  W h at s Ap p  an d  W e C h at ,  s oc ia l  

p l at f o r ms,  v i de o c o m mu n ic at io n s,  a n d m a n a ge me nt  of  

f i le s  s ha re d  a s  at t ac h m e nt s.   

M any  f i rm s a ls o su f f e r f ro m p o o r q u al it y  re c o r di n gs,  

w he re  v oi c e  f i le s  be c o me  d is t o r t e d  f o l low i n g  

c o mp re s s io n.   
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Re mo t e  w o rk in g  h as  e sp e c i al ly  d r iv e n a n in c re a se d  

a do p t io n of  c o l l a b o ra t i o n t oo l s  a n d v i de o  

c o mm u ni c a t i o ns.  I n  p a r al le l ,  u se  o f  O T T  c h at  a n d  v oi c e  

ap p s l ik e  W e C h at  a n d W h at s A p p  h av e  al s o b e c o me  mo re  

c o mm o nly  re que st e d  f o r use  a t  w o rk .   

T he  t ra de  s i de  i s  no  le ss  c o mp l ic a t e d,  w it h t he  a d d it i on  

of  m a rk e t  d at a be i n g e s se n t i a l  f o r di f f e re nt  a s se t  c l as se s.  

I n  a d d it io n t o t he  c o mp le x it y  of  m an a g in g  t he  d at a,  

mak i n g u se  of  ma rk e t  d at a f o r  su rv e il l an c e  e f f or t s  of t e n  

c o me s  w i t h an  a d d it io n al  f e e .  

T he se  c ha nne l s  a re  no t  a t  a l l  st r a ig h t f o rw a r d t o 

c o mp re he n siv e ly  c a p t u re  o r t o  m o ni t o r  w it ho ut  lo si n g  

t he i r  na t iv e  s i gn i f ic a n c e  a n d d r ow n i n g t he  an a ly st  i n  

d is t r ac t i o ns.   

W h ile  m o st  f ir m s re p o rt  f e e l i n g re as o na b ly  c o nf i de nt  

t h at  t he y  a re  re c or d i n g an d  c ap t u r in g t he  ba re  m in i mu m  

of  w ha t  i s  re qu i re d,  f e w  f e e l  t he y  hav e  a  c lo se d l o op  

e nt i re ly .  M a ny  f i r ms s t i l l  re ly  o n p ol ic ie s  o f  ma n a gi n g 

c o mp li c a t e d t o  re c o r d  c om m un ic at i on  c ha n ne l s  by  

b an n in g  t he i r  use ,  a  p r ac t ic e  de p loy e d  w it h de c re as i ng  

c o nf i de n c e  f ol l ow i n g  t he  $1 2 5m n  f i ne  g iv e n  t o  J P  

M o r ga n  f o r  f ai l u re  t o c ap t u re  an d  p re se rv e  W h at s A p p  

c o mm u ni c a t i o ns  a n d p e rs o na l  e m ai l  me ss a ge s.  

T E C H N I C A L  A G I L I T Y  

P r o g ra m s a re  p ar t ic u l a rly  e f f e c t iv e  w he n  i n t e r ac t i o n i s  

p o ss i ble  ac r os s ot he rw ise  s i l oe d da t a  s t re am s a n d 

b us ine ss  sy st e ms,  i nc lu d in g ac t iv e  d i re c t o r ie s,  t ra de  an d  

o r de r  d at a,  c a se  m an a ge me n t  sy s t e ms,  e D is c ov e ry  

sy st e m s,  p e rs on a l  ac c o u nt  de a l in g,  gi f t s  an d  

e nt e rt a in me nt ,  i ns i de r  a nd  re s t r ic t e d l i st s ,  b ad ge  l o gs,  

an d m o re .   S u rv e i l la n c e  p ro g r a ms b u il t  w it h t e c h n ic a l  

a gi l it y  a n d  o p e n ne s s  t o i nt e g r at io n  w il l  be st  al l ow  u se rs  

t o  a d ap t  t o c h an g i n g re q ui re me nt s mov i n g f o r w a r d.   

A d d it io n al ly ,  c us t o m i z a ble  de t e c t io n lo g ic  al lo w s f i r ms  

t o  be t t e r t une  ale r t s ,  b ut  al so  t rac k  m a rk e t ,  b us i ne s s,  a n d 

re g ul at o ry  c h an ge s  t h a t  mu st  be  k e p t  a b re a st  of .  

D e p l oy me n t  f le x i b i l i t y  i s  a ls o  k e y ,  w i t h  t he  C lo u d 

e na b l in g m o re  a g i l e  m o de l  de v e l op me nt  a nd  u p d at e s,  a n d  

r ap id  u nf u rl i n g of  ne w  c ap a bi l it ie s .  C l o ud  h as  t he  a d de d  

a dv a nt a ge s  o f  re d uc i n g se rv e r f o o t p r in t ,  m a k in g  ra p i d 

sc a l in g  p os si b le ,  a nd  a l l ow in g  t h e  c e n t ra l i z at i on  o f  

ma n a ge me nt  o f  re c o r d e r e st at e s,  e t c .  

Si l oe d  i nf r as t ru c t u re  is  a  p a rt ic u la r p ro b le m f o r buy - s i de  

p l ay e rs,  w i t h on ly  2 5 % o f  t he  bi g ge st  a sse t  ma n a ge r s  

c l ai m in g  t o hav e  t he  a b ov e - de s c ri be d  t e c hn ic a l  

in t e g ra t i o n an d  bu i lt- i n  f le x i b i l i t y .   
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F I N A L  T H O U G H T S  

W h ile  c o mm u ni c a t i on s c a p t u re ,  t ra de ,  a n d  

c o mm u ni c a t i o ns  s u rv e i l l a nc e  s ol ut i on s h av e  c o me  le ap s  

an d b o un d s in  t he  la st  f iv e  o r s ix  y e a r s,  c o mp li an c e  t e a ms  

st i l l  st r u g gle  w i t h ga p s i n  c ov e r a ge ,  in ac c u r at e  a le rt s ,  

d is jo i nt e d i nv e s t i g at i on s,  a nd  s i loe d  a n d  i nf le x i ble  

sy st e m s.   

W it h t he  da m a ge s t h at  c a n be  e x p e c t e d f r o m re g ul at o ry  

p e n al t ie s  an d re p u t a t i on a l  c os t s ,  i mp r ov i n g s u rv e i l la nc e  

e f f or t s  a s  mu c h  a s  p os si b le  is  e s se n t i a l .  C o mp l ia nc e  

t e a ms  s ho u l d f e e l  e nc o u ra ge d t o  t h ink  b i g p i c t u re  a b ou t  

ho w  t o  i mp r ov e  re c o r d re t e n t i o n an d  s u rv e i l la nc e  

e f f or t s ,  i nc l u di n g by  ra d ic a l ly  i nt e g ra t i n g sy s t e ms.    

 

T h is  re p o rt  re p ri nt  w a s b ro u g ht  t o y ou  by  N I C E  

Ac t i m i ze .  Learn more about NICE Actimize’s communication and 
trade compliance suite. Visit www.niceactimize.com/compliance     
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S H O R T L I S T I N G  S U R V E I L L A N C E  S O L U T I O N S  

 

 

 

 

 

 

 

 

 

 

 

 

A b o ut  t h e R e p o r t' s  A u th or  

A nn a G r ie m i s  a  se n i o r  an aly st  i n  O p i m as’  e q ui t ie s  t r a di n g p r ac t ic e  an d ha s p u bl i she d re p o rt s  o n a  
v a rie t y  of  t op ic s  re l at e d t o  s u rv e il l anc e  a n d r e g ul at o ry  t e c hn o lo g ie s .  

A b o ut  Op i m as  

Op i ma s is  a  m an a ge me n t  c o ns u lt an c y  f oc use d o n c ap it a l  ma rk e t s,  se rv i n g le ad i n g f i na nc i al  
in st it ut i on s  a r o un d  t h e  w o rl d.  Ou r  sp e c ia l is a t i on  al l ow s  us  t o  b r in g  o u r  e x p e r t i se  t o  be a r  f r o m  t he  
v e ry  be gi n ni n g  o f  p ro j e c t s ,  t o  p r ov i de  in s i g ht  a n d  c r af t  st r at e g ie s  f o r  ou r  c l ie n t s  m ore  qu ic k ly ,  
w it h ou t  s ac r if ic i ng  q ua l it y .  I n  a dd i t i o n,  O p i ma s c o nt in u ou s ly  i n v e st s  c on si de r a ble  re so u rc e s,  
re p re se n t i n g a b ou t  on e  t h i r d of  o u r re v e nu e s,  i n  m a rk e t  re se a r c h .  T h i s  inv e st me nt  a l l o w s us  t o  
c re at e  a  p oo l  of  in t e l le c t u a l  c ap it a l  on  i ss ue s of  st r at e g ic  i mp o rt a nc e  t o ou r  c l ie nt s.  

U n iq ue ly  in  t he  c o ns ul t i n g i n du st ry ,  O p i m as p u r sue s a n e n t ire l y  op e n ap p r o ac h t o k no w le d ge  
sh a ri n g,  p rov i d in g  ou r  c l ie n t s  di re c t  ac c e s s  t o  o u r e n t i re  p oo l  o f  i nt e l le c t ua l  c a p i t a l .  T hi s  g i v e s ou r  
c l ie n t s  t he  l at it u de  e it he r t o su p p or t  t he i r  s t r at e g ic  de c is i on s in de p e n de nt ly ,  w hi le  re ly i n g o n o u r 
k no w le d ge  b ase ,  or  t o e n ga ge  d i re c t ly  w it h o u r c o ns ul t a n t s  o n a  p r o je c t  ba si s .  

A b ou t  N I C E Ac t i m i ze  

N I C E  Ac t im i ze  i s  t he  la r ge s t  a n d b r oa de st  p r o v i de r of  f i na nc i al  c r i me ,  r i sk  a n d c o mp l ia nc e  s ol ut i on s 
f o r re g i on al  a n d g l o b al  f in a nc ia l  i nst i t u t i o n s,  a s  w e l l  as  gov e r n m e nt  re g u la t o r s.  N I C E Ac t i m i ze 
e x p e rt s  ap p ly  i nn ov at i v e  t e c hn o lo gy  t o p ro t e c t  in st it u t i o ns a n d sa f e g ua r d c o n su me rs’  a n d i nv e s t o r s’  
as se t s  by  ide n t i f y i n g f in a nc ia l  c r i me ,  p re v e n t i n g f r au d  a n d p r ov i di n g re gu l at o ry  c om p l i a nc e .  T he  
c o mp any  p r ov i de s re al - t i me ,  c ro ss - c ha nne l  f r au d  p re v e nt io n,  a nt i- m one y  l a un de r i ng  de t e c t io n,  a n d 
t r a d in g  s u rv e i l la nc e  s o lu t i o ns  t h at  a d d re s s  s u c h  c o nc e r ns  as  p ay me n t  f r a u d,  c y be r c r i me ,  s a nc t i on s 
mo n it o ri n g,  m a rk e t  a b use ,  c ust o me r d ue  d i l i g e nc e  a n d in si de r  t r a di n g.    
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