INFORMATION SHEET

NICE

COMPLIANGE RECORDING
CLOUD OUTSOURCING
REGULATIONS PER
TERRITORY

About this Information Sheet

When deployed as a fully managed SaaS (Software as a Service) solution,
our next generation NTR-X recording and compliance assurance solution
gives your firm all the benefits of the Cloud — zero footprint, lower total
cost of ownership (TCO), quicker deployment, faster time-to-value, global
centralized management, and uncompromising reliability and security —
along with a future-ready platform that supports your work-from-home,
in-office, and hybrid business needs, and the rapid adoption of Microsoft
Teams and other communication modalities as well.

Interested in Cloud recording but concerned about local regulations
regarding use of offshore Software as a Service Solutions?
NICE experts have assembled a chart of local regulations per territory for
your reference that can be found in this Information Sheet.

For further questions on Compliance Recording or Cloud Outsourcing
Regulations, please contact NICE at fmc@nice.com.

Version August 2021

This document will be regularly updated. For the latest version of this
document please visit our Resource Center on https://www.niceactimize.
com/compliance/resource-center-access-fme.html



mailto:fmc%40nice.com?subject=Question%20on%20Compliance%20Recording%20or%20Cloud%20Outsourcing%20Regulations
https://www.niceactimize.com/compliance/resource-center-access-fmc.html
https://www.niceactimize.com/compliance/resource-center-access-fmc.html
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Colombia
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B

Can conversations be
recorded? (considered
to be part of ‘employee
monitoring’)

Yes - with subject's
consent & registration
with relevant authority

Yes - with subject's
consent

Yes - with subject's
consent or where
permitted under ASIC MI
rules

Yes

Unclear re comms
recording

Unclear re comms
recording; generally yes
for data

Yes - with subject's
consent

Unclear re comms
recording; generally yes
for data

Yes - with subject's
consent

Yes - with subject's
consent

Generally yes for
personal data, but
unclear regarding comms
recording specifically

C

Can personal data be sent
offshore? (taken to include
recordings)

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Unclear

No specific legislation;
likely permitted with
subject's consent.

No - unless to country
with equivalence,
as determined by
Commissioner, or with
subject's consent

Yes - subject to certain
restrictions

Yes - subject to consent
or equivalence

No provision re transfer
outside Cameroon; but
data must be stored on
the system in Cameroon
on which it was
generated.

Yes - subject to certain
restrictions & statutory
approval. Subject to
revision.

Yes - with subject's
consent or equivalence

D

Can recording data be
accessed offshore? (taken
to include recordings)

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Unclear

No specific legislation;
likely permitted with
subject's consent.

No - unless in country
with equivalence,
as determined by
Commissioner, or with
subject's consent

Yes - subject to certain
restrictions

Yes - subject to consent
or equivalence

Unclear but likely yes

Yes - subject to certain
restrictions & statutory
approval. Subject to
revision.

Yes - with subject's
consent or equivalence
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https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=AO&country-2=BR
https://iclg.com/practice-areas/data-protection-laws-and-regulations/argentina
https://www.dataguidance.com/notes/argentina-data-protection-overview

https://iclg.com/practice-areas/data-protection-laws-and-regulations/australia

https://cbben.thomsonreuters.com/rulebook/records-telephone-conversations-and-electronic-communications

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=BD

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=BW
http://www.armstrongs.bw/wp-content/uploads/2019/06/Edition-71-DATA-PROTECTION-IN-BOTSWANA-AND-HIGHLIGHTS-OF-THE-NEW-DATA-PROTECTION-BILL-Simon-Bathusi-15-May-2018.pdf
https://dataprotection.africa/wp-content/uploads/2020/03/Botswana-Factsheet-updated-20200331.pdf
https://www.dataguidance.com/notes/botswana-data-protection-overview#:~:text=The%20Data%20Protection%20Act%20provides,right%20to%20protection%20of%20personal
https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=AO&country-2=BR

https://iclg.com/practice-areas/data-protection-laws-and-regulations/brazil

http://www.information.gov.bn/PublishingImages/SitePages/New%20Media%20and%20IT%20Unit/Data%20Protection%20Policy%20V.2.2.pdf

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=BN

https://www.dataguidance.com/notes/cameroon-data-protection-overview

https://ictpolicyafrica.org/en/document/xr0onx7xbq?page=15
https://www.dataguidance.com/notes/cameroon-data-protection-overview

https://www.dataguidance.com/notes/cameroon-data-protection-overview

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=CO

http://www.telecomindustrydialogue.org/resources/colombia/
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Indonesia

Ireland

w

B

Can conversations be
recorded? (considered
to be part of ‘employee
monitoring’)

Yes - with subject's
consent

Unclear; possibly
not covered by new
legislation

Yes - with subject's
consent & where
mandatory under MiFID Il

Draft policy: unclear,
probably yes with
consent

Yes - with subject's
consent & where
mandatory under MiFID Il

Yes - with subject's
consent

Yes - with subject's
consent

Yes

Yes - SEBI mandate

Yes - with subject's
consent

Yes - with subject's
consent & where
mandatory under MiFID Il

C

Can personal data be sent
offshore? (taken to include
recordings)

Yes - subject to
equivalence

Yes - subject to
government licence /
permit

Yes - to an 'Adequate
Territory', subject to
certain restrictions per
GDPR

Draft policy: Yes - with
subject's consent or
equivalence

Yes - to an 'Adequate
Territory', subject to
certain restrictions per
GDPR

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Yes - with subject's
consent

Yes

Yes - subject to certain
restrictions & statutory
approval (but this is
apparently widely
disregarded).

Yes - to an 'Adequate
Territory', subject to
certain restrictions per
GDPR or with subject's
consent

D

Can recording data be
accessed offshore? (taken
to include recordings)

Yes - subject to
equivalence

Yes - in an 'Adequate
Territory', subject to
certain restrictions per
GDPR

Draft policy: Yes - with
subject's consent or
equivalence

Yes - in an 'Adequate
Territory', subject to
certain restrictions per
GDPR

Yes - subject to certain
restrictions

Yes - subject to certain
restrictions

Yes

Yes

Yes - subject to certain
restrictions & statutory
approval.

Yes - in an 'Adequate
Territory', subject to
certain restrictions per
GDPR or with subject's
consent
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https://dataprotection.africa/cote-divoire/

https://www.artci.ci/images/stories/pdf-english/lois_english/loi_2013_450_english.pdf

https://www.dataguidance.com/jurisdiction/ivory-coast

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=EG

https://www.clydeco.com/en/insights/2020/10/egypt-s-data-protection-law-enters-into-force#:~:text=a%20maximum%20fine%20of%202%2C000%2C000,of%20the%20data%20subject%2C%20in

https://iclg.com/alb/14398-key-features-of-the-2020-egyptian-data-protection-act

https://iclg.com/practice-areas/data-protection-laws-and-regulations/france

https://cdn2.hubspot.net/hubfs/241981/Call_Recording_Laws_Around_the_World_eBook_New2018_Final.pdf

https://www.dataguidance.com/jurisdiction/gambia

https://iclg.com/practice-areas/data-protection-laws-and-regulations/germany

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2018/fa_bj_1806_Taping_en.html;jsessionid=1B74BD20BDB51012BB8285B04433792B.2_cid500?nn=8813520#doc11552056bodyText3

https://iclg.com/practice-areas/data-protection-laws-and-regulations/ghana

https://www.applebyglobal.com/publications/data-protection-guide-guernsey/

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=HK

https://iapp.org/news/a/gdpr-matchup-hong-kongs-personal-data-privacy-ordinance/

https://cdn2.hubspot.net/hubfs/241981/Call_Recording_Laws_Around_the_World_eBook_New2018_Final.pdf

https://www.sebi.gov.in/legal/circulars/mar-2018/circular-on-prevention-of-unauthorised-trading-by-stock-brokers-_38365.html

https://iclg.com/practice-areas/data-protection-laws-and-regulations/india

https://iclg.com/practice-areas/data-protection-laws-and-regulations/indonesia

https://iclg.com/practice-areas/data-protection-laws-and-regulations/ireland
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Japan Yes
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Kenya Yes - with subject's

consent

Macau SAR Yes - with prior notice to

subject

Malaysia

consent
Mauritius
e restrictions.
I
Myanmar

Nigeria
consent
Oman Possibly no

Pakistan

E

Can conversations be
recorded? (considered
to be part of ‘employee

Yes - with subject's

Unclear; requires further
research. No specific
data protection laws

Yes - with subject's

Yes - with subject's
consent. No specific

No specific restrictions

Yes - with subject's

No specific legislation;
subject's consent
recommended under
general DP rules

C

Can personal data be sent
offshore? (taken to include
recordings)

Yes - subject to consent
or equivalence

Yes - subject to certain
restrictions

Unclear; requires further
research. No specific
data protection laws

Yes - with subject's
consent & statutory
approval

Yes - subject to
equivalence or consent.
May require statutory
filing.

Yes - subject to certain
restrictions. Subject to
revision.

Yes - with subject's
consent

Probably - with subject's
consent

Yes - with subject's
consent

Possibly no

Yes where receiving
country laws are
equivalent; not to an
unrecognized country
(incl. Israel)

D

Can recording data be
accessed offshore? (taken
to include recordings)

Yes - with subject's
consent

Yes - subject to certain
restrictions

Unclear; requires further
research. No specific
data protection laws

Yes - with subject's
consent & statutory
approval

Yes - subject to
equivalence or consent.
May require statutory
filing.

Yes - subject to certain
restrictions. Subject to
revision.

Yes - with subject's
consent

Probably - with subject's
consent

Yes - with subject's
consent

Possibly no

Yes where receiving
country laws are
equivalent; not in an
unrecognized country
(incl. Israel)
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https://iclg.com/practice-areas/data-protection-laws-and-regulations/japan

https://www.applebyglobal.com/publications/data-protection-guide-jersey/

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=KE

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=MO

http://Link 2
https://www.gpdp.gov.mo/uploadfile/2014/0916/20140916050947128.pdf

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=MY

https://globaldatahub.taylorwessing.com/article/data-protection-in-malaysia

https://www.applebyglobal.com/publications/data-protection-guide-mauritius/

https://www2.deloitte.com/content/dam/Deloitte/mu/Documents/risk/Mauritius%20DPA_v1.pdf

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=MM

https://iclg.com/practice-areas/data-protection-laws-and-regulations/nigeria

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=NG

https://ndpr.nitda.gov.ng/Content/Doc/NigeriaDataProtectionRegulation.pdf

https://omanlawblog.curtis.com/2017/08/protecting-personal-data-and-individual_7.html

https://iclg.com/practice-areas/data-protection-laws-and-regulations/pakistan

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=PK
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Taiwan

B

Can conversations be
recorded? (considered
to be part of ‘employee
monitoring’)

Yes - with subject's
consent

Yes - with subject's
consent & where

mandatory under MiFID Il

Yes - with subject's
consent

Yes - with subject's
consent

No specific legislation

Yes - with subject's
consent

Yes - with subject's
consent or notice

Yes - with subject's
consent

Generally yes for data,
with subject's consent.
Unclear for employee
monitoring (e.g.
telephone recording)

Yes - no restrictions
beyond GDPR, so with
subject's consent &
where mandatory under
MIFID 1l

Yes - with prior notice to
subject

C

Can personal data be sent
offshore? (taken to include
recordings)

Yes

Yes - with subject's
consent or subject to EU
GDPR conditions

Yes - with subject's
consent

Yes where receiving
country laws are
equivalent or with
subject's consent

No specific legislation.
May require approval
from SAMA.

Yes where data receiver
has 'comparable
protections' or with
subject's consent

Yes where data receiver
has 'substantially similar'
rules or with subject's
consent

Yes - with notice and
subject's consent

Draft bill will allow where
receiving country has
adequate protections
and local data controller
complies with certain
provisions

Yes - to an 'Adequate
Territory', subject to
certain restrictions per
GDPR or with subject's
consent

Yes - with prior notice to
subject and subject to
certain restrictions; not to
mainland China

D

Can recording data be
accessed offshore? (taken
to include recordings)

Yes

Yes - with subject's
consent or subject to EU
GDPR conditions

Yes - with subject's
consent

Yes where receiving
country laws are
equivalent or with
subject's consent

No specific legislation.
May require approval
from SAMA.

Yes where data receiver
has 'comparable
protections' or with
subject's consent

Yes where data receiver
has 'substantially similar'
rules or with subject's
consent

Yes - with notice and
subject's consent

Draft bill will allow where
receiving country has
adequate protections
and local data controller
complies with certain
provisions

Yes - in an 'Adequate
Territory', subject to
certain restrictions per
GDPR or with subject's
consent

Yes - with prior notice to
subject and subject to
certain restrictions; not in
mainland China
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https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=PH

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=PL

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=QA

https://www.dentons.com/en/insights/alerts/2017/may/17/qatar-strengthens-data-protection

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=QA2

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=SA

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=SG

https://iclg.com/practice-areas/data-protection-laws-and-regulations/singapore

https://iclg.com/practice-areas/data-protection-laws-and-regulations/south-africa

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=ZA

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=KR

https://iclg.com/practice-areas/data-protection-laws-and-regulations/korea

https://www.dataguidance.com/notes/sri-lanka-data-protection-overview

https://www.dataguidance.com/opinion/sri-lanka-proposed-bill-personal-data-protection

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=SE

https://www.whitecase.com/publications/article/gdpr-guide-national-implementation-sweden#q14

https://iclg.com/practice-areas/data-protection-laws-and-regulations/taiwan

https://www.dlapiperdataprotection.com/index.html?t=law&c=TW&c2=


Territory

Tanzania

Thailand

United Arab
Emirates
(DIFC)

United
Kingdom
s
e
United
States
i —

Vietnam

Zambia
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B

Can conversations be
recorded? (considered
to be part of ‘employee
monitoring’)

Unclear;

Yes if reasonable,
reasonably expected by
employee and not unduly
intrusive, and notice
given to subject

Yes - with prior notice
to subject; no specific
provisions for consent

Yes - with subject's
consent and prior notice

Yes - with subject's
consent

Yes - where legitimate
interests; or with
subject's consent; where
mandatory under MiFID |l
/ FCA Regs

Required by some
financial regulators e.g.
SEC, CFTC, FINRA &
NFA. Otherwise generally
yes, but varies by state,
possibly subject to
notice and consent.

Yes - with subject's
consent and prior notice

Unclear - possibly no.
Collection of data is
permitted (subject to
consent) but interception
of communications may
not be permitted.

C

Can personal data be sent
offshore? (taken to include
recordings)

Unclear;

Yes - to countries
designated as having
adequate DP standards;
or with subject's consent

Yes - to countries
designated as having
adequate DP standards
and with subject's
consent

Yes where data receiver
country has at-least
equivalent protections or
with subject's consent

Yes - to countries
designated as having
adequate DP standards;
or with subject's consent;
or subject to other
controls

Yes - to 'adequate
Territory' or as permitted
per GDPR

No restrictions

Draft DP law: generally
yes, with subject's
consent; original data
stored in VN; receiver
laws at least as strong
as VN. May need govt
approval. Subject to
change

Yes - with subject's
consent

D

Can recording data be
accessed offshore? (taken
to include recordings)

Unclear;

Yes - in countries
designated as having
adequate DP standards;
or with subject's consent

Yes - in countries
designated as having
adequate DP standards
and with subject's
consent

Yes where data receiver
country has at-least
equivalent protections or
with subject's consent

Yes - in countries
designated as having
adequate DP standards;
or with subject's consent;
or subject to other
controls

Yes - to 'adequate
Territory' or as permitted
per GDPR

No restrictions

Draft DP law: generally
yes, with subject's
consent; original data
stored in VN; receiver
laws at least as strong
as VN. May need govt
approval. Subject to
change

Yes - with subject's
consent
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https://iclg.com/practice-areas/data-protection-laws-and-regulations/thailand

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=TH

https://iclg.com/practice-areas/data-protection-laws-and-regulations/turkey

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=TR

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=UG

http://mukumbyamusoke.com/an-overview-of-the-data-protection-and-privacy-act-2019/

https://iclg.com/alb/9498-protecting-uganda-s-data

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=AE2

https://www.difc.ae/application/files/6115/9358/6486/Data_Protection_Law_DIFC_Law_No.5_of_2020.pdf/

"https://iclg.com/practice-areas/data-protection-laws-and-regulations/united-kingdom
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/"

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=GB

https://www.nice.com/engage/blog/mcr-understanding-the-gdpr-call-recording-rules-2531/

https://www.sec.gov/rules/final/2019/34-87005.pdf
https://www.finra.org/rules-guidance/guidance/taping-rule#:~:text=FINRA%20Rule%203170%20(Tape%20Recording,recordings%20and%20file%20reports%20with
https://cftc.gov/sites/default/files/idc/groups/public/@newsroom/documents/file/rrdtr_qa.pdf
https://www.nfa.futures.org/news/newsNotice.asp?ArticleID=4298#:~:text=The%20CFTC's%20rulemaking%20made%20clear,identifiable%20and%20searchable%20by%20transaction

https://iclg.com/practice-areas/data-protection-laws-and-regulations/usa
https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=US
https://blogs.duanemorris.com/vietnam/2021/03/22/new-draft-decree-on-personal-data-protection-and-cross-border-provision-of-data-the-basic-and-guidance-on-practical-handling/

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=VN

https://www.amchamvietnam.com/wp-content/uploads/2019/05/Data-Protection-in-Vietnam-Overview-April-2019.pdf

https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=ZM

https://www.zicta.zm/storage/posts/attachments/FTMEEYxsGeoJWXAUAUyq1bMDBQnZapOU71uaVsGS.pdf


A B C

Territory Can conversations be Can personal data be sent
recorded? (considered offshore? (taken to include
to be part of ‘employee recordings)
monitoring’)

Zimbabwe Possibly no Not specifically restricted

—

NICE Compliance Solutions

The NICE Compliance Solutions are serving more than 90 percent of the
largest financial services organization globally. Used by most of the world's
leading banks and investment firms, among various others, NICE can record
communications from turrets, desk phones, mobile phones, and Unified
Communications platforms, including Microsoft Teams, Symphony and Cisco
Jabber™. As the industry’s only ‘all-in-one’ recording and assurance platform,
firms can leverage their existing recording platform and certified integrations to
ensure optimal cost reduction benefits without introducing new risk.

NICE

D E

Can recording data be References -
accessed offshore? (taken  Click on Links
to include recordings) to Web page

Not specifically restricted  Link 1
Link 2
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https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=ZW

https://www.lexafrica.com/2020/02/general-overview-of-data-privacy-and-security-laws-in-zimbabwe/


