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Expedite Investigations & Safeguard
Digital Evidence in the Cloud
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About NICE Public Safety %

~150 --F

countries
CUSTOMER

Large Public Safety R&D ~ ENGAGEMENT
OPTIMIZATION
and Services Organization

Micresoft Partner

:
*.

4,000+ Public Sélfety System Deployments

8 out of 10 of the largest cities in the US &
7 out of 10 in Canada use NICE Inform
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Investigations Getting More Complex

NICE
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Solving the Challenge of Data

COLLECTION
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|{CONNECTION TO AVAILABLE SOURCES

COLLAPSES information silos

PROTECTS
existing investments

Investlgate
SEARCHES across all sources
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Solving the Challenge of Data

ANALYSIS



How It's Done Today
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Investigator Has Relevant Content
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But how to put it into context?

OR FIND WHAT’S MISSING?
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Putting Evidence into Context: Timeline \View
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Putting Evidence into Context: Map Miew;
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Sharing Evidence is Highly Manual

Delivering a stack of

DVD’s to prosecutors =
and expecting them to U
make sense of it all




Sharing Made Simple

NICE

Investigate
Helps closa mora cases faster




NICE Investigate Prosecutor Portal

| -0
Digital Brings Video Makes it Built-in Chain of
Evidence at Discovery into Easy to Tell the Custody & Secure

Your Fingertips 21st Century Story Cloud Storage
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How NICE Investigate Secures and Protelcts Evidence S

= CJIS Ready
= Ongoing partnership

with Diverse Computing ]
Inc.’s CJIS Audit and C ‘S @

| Audit & Compliance Experts
Compliance Experts

(CJIS ACE)




How NICE Investigate Secures and Protects Evidence N1
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Strong Single Sign On & No Inward Antivirus
Encryption Two-Factor Firewall Holes Protection

Authentication




How NICE Investigate Secures and Protects Evidence 01
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Protects Chain

of Custody

S

Detailed Audit Trails
& Activity Logs

Flexible Integration
Options
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Government and the Cloud
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Cloud principles

You own it, you control it

:[t/S yOur data We run the service for you

We are accountable to you

Built in Privacy Continuous
security by design compliance
Transparent service operation




Government Cloud — Shared responsibility

On Premises Infrastructure Platform Software
(IAAS) (PAAS) (SAAS)

Data Data Data Data

Applications Applications Applications Applications

Runtime Runtime Runtime Runtime

Managed by:

Middleware Middleware Middleware Middleware

0/s o/s 0/s

Agency

Cloud Provider
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Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers Servers

Storage Storage Storage Storage
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Networking Networking Networking Networking

Microsoft Azure
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Dynamics CRM
Microsoft Intune



Hyper Scale Computing for U.S. Government

Government customers want the many benefits of the cloud —instant scalability, guaranteed
availability, and usage-based pricing—combined with specialized security, data control, privacy and

compliance requirements.

2
Community 6 Data Isolation . Data Location . Security &l Compliance BD

U.S. State & Local, Provides physical and Data is stored within Provides screened U.S.  Continuous

Federal & partners logical isolation. the United States. persons and policiesto  commitment to meet
that support these help protect data and rigorous compliance
entities. applications. demands (e.g.

FedRAMP, CJIS, etc.) of
a government-
community cloud.




Cloud Infrastructure Investments

36 Regions Worldwide

United Kingdom
South

North Central US
United Kingdom West
West Europe
Canada Central German
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East US
° /.USDoD @ France?
/ West

West Central US
US Gov

South Central US

Central US
West US 2

®  USGov

West US
East US 2

US DoD East

100+ datacenters

One of 3 largest networks in the world
1China datacenters operated by 21 Vianet E ilSouth
2German data trustee services provided by

T-systems

3France and South Korea datacenters have been
announced but are not currently operational

. Global datacenters

. Sovereign datacenters

Korea Central®

Korea South®
. 1
China West .\/ @ Japan East
]

) Japan West
ChinaEast’ @

West India r °

East Asia

@ SouthIndia
Central India

Southeast
Asia

Australia East

Australia Southeast
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Microsoft Government Cloud Locations
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Where is my data?



http://o365datacentermap.azurewebsites.net/

Microsoft Confidential - Subject to Non-Disclosure Agreement

Microsoft Government Cloud covers 50 compliance regimes

Azure has the deepest and most comprehensive compliance coverage in the industry
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http://www.asd.gov.au/infosec/irap/index.htm
http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
https://www.fisc.or.jp/

Achieving "High Bar” for Compliance Standards

IRS 1075 (Available in Gov't Cloud Services)
CJIS Security Policy 5.5 (Available in Gov't Cloud Services)
FERPA

SOC 2 Type 1 and/or Type 2 Attestation (AT Section 101)

SOC 1 Type 1 and/or Type 2 Attestation (SSAE 16)
FedRAMP High / DISA L4
MARS-E 2.0
FedRAMP Moderate / DISA L2

Government Clouds

ISO 27001 /27018

NIST 800-53

hOfﬁce 365 Control Set (1100+ Controls) / Azure Control Set (700+ Controls)ﬁ

Enterprise Clouds — O365, Azure, Dynamics

B® Microsoft



How Microsoft Assists Customers with CJIS

Personnel Security Security Awareness Formal Audits Security Incident
Background Checks Training Response




Microsoft CJIS Implementation Guide

CJIS Implementation Guidelines

Microsoft Government Cloud
Azure Office 365 Gor Dynamics CRM Online Govemment

* Aligned to 13 Security Areas of
CJIS Security Policy v5.5

* Provides guidance for Saas, 1aas,
PaaS Cloud Deployments

e Available at microsoft.com

B2 Microsoft

B® Microsoft



Microsoft Trust Center
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Microsoft Trust Center )

Home Secunty Povacy Compliance  Transparency  Products and Seevioss  |2gal & Campliance Community  News  Fvents  Resoirces

Criminal Justice
Information Services
(CJIS) Security Policy

Microsoft Trust Center // Compliance /f CHS

The Criminal Justice Information Services (CJIS) Division of the US
Federal Bureau of Investigation (FBI) gives slale, local, and federa
law enforcement and criminal justice agencies access 1o criminal

Justice informatic

(CIn—tor example, fingerprint records and

criminal histaries. US law entorcement and other government

aqgencies must ensure that their use of claud services for the

transmission, storage, or pracessing of CIl camplies with the CIiS
Security Policy, which establishes minimum security requirements Helpful information

Attestation

The FRI does not offer certification of Microsoft’s

and controls to safeguard CI.
The CIIS Security Policy integrates presidential and FBI directives, tederal laws, and the criminal

justice community’s Advisary Palicy Roard decisions, along with quidance from the Natianal Institute
of Standards and Technolagy (NIST}. The Policy is periadically updated to refiect evolving security

compliance with CIS requirements,

www.microsoft.com/en-us/TrustCenter/Compliance/CJIS



What Should US Government Demand?

Separate data centers for US government agencies with physical, logical, and network isolation
from a cloud vendor’s commercial cloud.
Restricted to US federal, state, and local government agencies and their third-party solutions.

Data stored only within the United States.

. Powerful infrastructure, storage, and identity management capabilities delivered through cloud,
% on-premises, and hybrid solutions.

-!" Datacenters geographically distributed more than 500 miles apart for geo-resilience.

Screened U.S. citizen personnel only in the data centers.

E Contractual commitment to meet rigorous compliance standards like CJIS, FedRAMP-High, HIPAA,
- and IRS-1075

8% Microsoft



“Security / Privacy / Compliance is not a checkbox...

...lt's a commitment.”

B® Microsoft



GRANT ASSISANTCE



I Getting Grant Assistance is Easy

You get:

Review of related grants

Online grant writing training

Free grant reviews

Grant alerts

Discounted grant writing services

Request Free Grant Assistance at:
www. PoliceGrantsHelp.com
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¥ PouceOne. cmw


http://www.policegrantshelp.com/

1hank You

Phone: 866.999.NICE
Email: PSInfo@nice.com
Web: www.nice.com



