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EXECUTIVE SUMMARY
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MAR is a leading driver. Most of the vendors covered in this research stated that a
lot the recent development for their respective products was undertaken to meet the
requirements for the Market Abuse Regulation about to be implemented in July 2016.

There is an emphasis on trying to understand the underlying intent for orders
and trades. It is no longer sufficient for trading firms to provide information and
analysis related to their orders. They have to go one level deeper to explain what the
intention of a trader was in cases that there seems some possibility of market abuse
or rogue activity. This means that all order-related data and communications have to
be analysed in a relatively short timeframe.

Communication surveillance has come to the fore. More than ever, the analysis of
electronic communications and voice data has become crucial. The established
surveillance vendors have already entered or intend to enter into partnerships that,
sometimes even acquire, firms that have the expertise to capture and analyse such
information. Nasdaq’s partnership with Digital Reasoning is a case in point.

Greater automation is inevitable. In most of the discussions, terms such as
supervised and unsupervised machine learning, cognitive computing, artificial
intelligence, and neural networks were frequently used. While compliance always
requires a human element for analysis and making judgments based on available
information, computing capability is required to process the vast amounts of
structured and unstructured data.

Big Data technology is proving quite useful, but vendors have varying views on the
usefulness and efficacy of Big Data technology. As the use of unstructured data
increases, especially for communications surveillance and for analysing data for
illiquid products, Big Data technology has more relevance and is being utilized by
several of the vendors.

Cloud deployment is expected to become more popular. The cost-intensive
nature of surveillance and the growing use of these products by smaller sell side and
buy side firms mean that there would be greater use of cloud services in this field.
Security is still a concern in this regard, but more and more firms are getting used to
the idea. The push for greater buy side surveillance that is expected to be provided
by MIiFID Il in 2018 will speed this process further.



INTRODUCTION

The market surveillance industry has made significant progress in the last few years.
While the aftermath of the global financial crisis dampened growth of several other
areas in capital markets, it has been a catalyst, and quite possibly a driver, for the
expansion of market surveillance requirements of trading participants, venues, and
regulators alike. Along with the recent regulatory focus on the intent of traders during
the trade lifecycle, the large fines associated with Benchmark Manipulation have
been instrumental in the development of communication and voice surveillance and
the rise of a holistic surveillance approach. As a participant remarked during one of
the discussions undertaken as part of the research, other than the significant interest
(possibly even hype) around blockchain in the industry, market surveillance is the
topic that is getting the most attention and attracting investment by industry players.

This report builds on Celent’s research from 2015, when we came out with a series
of four reports on market surveillance for exchanges, regulators, sell side, and buy
side. Here the focus is on the recent trends that each of the 15 firms participating in
the research would like to address, and we discuss the ways in which they are doing
that. We also consider the areas for upcoming development which indicate the
direction the industry is expected to take in the near future.

A change in the approach taken for this report from last year is that we chose to focus
on the relevance of specific technological developments. Hence, the discussions
underlined how firms are using machine learning, cognitive computing, and artificial
intelligence capabilities as part of their research. We looked at the relevance of Big
Data technology, and tried to understand which areas the vendors believed the
technology could prove useful. We also spoke with the vendors about the degree to
which cloud services have been adopted. What is quite interesting, and this is
something the readers will see themselves, is the fact that there is a wide range of
responses for each of these subjects. Some firms think that Big Data has been touted
excessively, while others see it as central to their product strategy. Some do not
believe that cloud computing has relevance due to data security concerns, while
others already offer cloud deployment to their clients. Similarly, the use of machine
learning differs; one area that was highlighted was the use of supervised versus
unsupervised machine learning.

Market participants, venues, and regulators are all at different stages of adoption of
surveillance technology. Often, the regulatory and legal requirements for a particular
jurisdiction determine the degree to which surveillance must be undertaken and the
means required for doing so. This is also reflected in the tools provided to their clients
by the surveillance vendors. While there is disparity in this regard, what is also clear
from the report is that there has been a lot of ground made in the last few years, and
the concept of holistic surveillance underlines how thorough the approach of the
regulators and leading sell side firms is. It involved combining the information gleaned
from the myriad sources of data available to a trading firm or a regulator and then
looking for patterns in the same.

KEY RESEARCH QUESTIONS
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leading firms?
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PRODUCT PROFILES

NICE ACTIMIZE

Relevant Trends
o MAR and MIFID Il are instrumental in their influence on the surveillance industry.

e Dodd-Frank requirement for OTC Derivatives surveillance and full trade
reconstruction remains a challenge for firms.

e The fines and scandals, especially related to OTC, FX, and Benchmark
Manipulation, indicate growing enforcement increasing in recent years and will
drive surveillance capabilities.

e Regionally, there are higher standards being applied by FINRA, but there is also
new regulation in APAC and other regions

e HFT has driven volumes and velocity of trades — volumes have increased
significantly, along with new asset classes being traded electronically compared
to before.

e Front office risk management and behavioural monitoring more critical.

o New regulatory guidelines are raising the bar — requirements to detect cross-
product, cross-venue, and cross-market manipulation. From a compliance
viewpoint, regulators are better prepared, the scale of fines is higher, and
regulations are more granular and prescriptive in nature. The deadlines are
tougher, such as MAR deadline of July 3, and there is greater enforcement of
same. Also, electronic trading is becoming more complex, and illicit activity more
sophisticated. Hence, the siloed approach used earlier is not working.

e There is a growing requirement for real-time or near real-time surveillance.

Recent Product Development

e NICE Actimize is combining actions with related intent within communications to
capture both what was said and what was done. This involves looking not just at
order executions but also positions, and being able to connect these to electronic
and voice communications. They are working to provide a more predictive and
preventive approach to surveillance rather than the reactive approach that was
prevalent earlier.

o There is also an effort to show proof of compliance such as an audit trail,
especially for regulatory purposes. It is using any type of data that might be
relevant for regulatory and reputational risk, and is moving from a siloed to
holistic approach for more accurate results.

e Itis using predictive cross-channel analytics and detecting behavioural monitoring
patterns through an anomaly detection engine and network analysis capabilities.

o NICE Actimize provides coverage for all asset classes and clients can choose
level of coverage depending on their requirement. It engages in holistic
surveillance, combining orders, trades, news, and alerts with electronic
communication, voice, and social media. This uses native integration with the
recording systems unlike other vendors. It also provides visualization and
investigation of all this data, with full lifecycle of all orders. There is full trade
reconstruction, which is important for both US and European regulators. Trade
reconstruction is undertaken at the instrument, trader, and account level. It uses a
fully automated process correlating communication with trades, which combines
structured data with unstructured data through advanced analytics.

e The NICE Actimize markets surveillance solution provides information barriers /
control room offering (refers to Chinese walls between different parts of the firm)
to monitor any breach of Chinese walls or information barriers, for example, for
insider dealing. This requires monitoring for intent, news sentiment analysis,
coverage of multiple asset classes, advanced visualization, and statistical
analysis of trader’s activity in watch list/restricted securities.

) ‘ Chapter: Product Profiles



e |t has developed a specific package for addressing MAR requirements through
collaboration with several top tier firms, and provides consistent coverage across
all asset classes.

Cognitive Computing and Al

NICE Actimize is investing in these capabilities for predictive analytics. Its plan is to
employ machine learning and Al in addition to the advanced multi-layered anomaly
detection engine.

Role of Big Data Technology

There is enhanced detection by applying network analytics capabilities over big data.
NICE Actimize is investing in Big Data technology to minimize costs and bring robust
analytics. Its approach is to integrate own solution with clients’ Big Data clusters and
solution. This helps reduce client’s total cost of ownership (TCO), allows for better
analytics, real-time scalability and faster compliance assurance to regulators.

Cloud Computing

NICE Actimize provides a cross asset cloud solution for OTC and ETD products. It
covers global regulations including MAR and provides the same case management
capabilities that its Tier 1 customers use. The solution provides advanced analytics
for each asset class, along with cross-asset analysis, real-time alerts for users and
quick on-boarding for new clients. It also offers hybrid deployment to clients
depending on the client’s requirement, which has the same user interface for
seamless transition. Hybrid clients are still a small percentage (5%) of the overall
users at this time. There is a much higher percentage of clients for on-premise, but
also a growing and significant share of cloud deployment.

Expected product enhancements

¢ NICE Actimize will continue to improve the holistic surveillance capabilities it
offers including enhanced visualization & investigation, cross channel analytics,
behavioural analytics, and network risk analytics.

e Itis also working on an enhanced business intelligence offering that will enable
business users to intuitively create and share visualizations and analyses and
quickly gain insight for better decision-making.

I ‘ Chapter: Product Profiles



POSITIONING OF SURVEILLANCE VENDORS

In this section we look at the positioning of the vendors discussed in the report with
regard to four parameters which were considered most relevant, based on our
discussions for this study with the various vendors and industry participants. These
parameters are holistic surveillance, communication surveillance, machine learning
capabilities and cloud services offered respectively. Holistic surveillance requirements
and machine learning capabilities have really come to the fore in the course of the
last year. Communication surveillance is also becoming more sophisticated to meet
the complex requirements for sellside firms. Cloud services are becoming more
important as these allow vendors to offer their products to clients in a more cost
effective manner.

Figure 1 shows a positioning of the leading surveillance vendors in terms of their
holistic surveillance and communication surveillance capabilities. Across the two
parameters, some of the important vendors are Nasdag, NICE Actimize, and Scila.
Nasdaqg has been boosted by its partnership with Digital Reasoning in this regard.

Figure 1: Holistic and Communication Surveillance Capabilities

. NICE.Actimize

Holistic surveillance
*

Communication surveillance

Source: Celent analysis

With regard to the positioning for machine learning capabilities and cloud services in
Figure 2, some of the notable vendors were Nasdag, NICE, IBM, OneTick, and
Ancoa. Most of these firms have significant Machine Learning capabilities, and are
using cloud services to enable quicker deployment and better economy for their
clients.
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Figure 2: Machine Learning Capabilities and Cloud Services Offered
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Source: Celent analysis
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CONCLUSION

The market surveillance industry is in a very interesting and promising position at
present. The advances made in technology in the areas of artificial intelligence, big
data, cloud computing, and cybersecurity are all helping improve the surveillance
capabilities on offer for market participants and regulators alike. The influence of
recent regulations such as the Market Abuse Regulation and the use of litigation
related to curtail market abuse in the US has also been significant in driving
innovation and development of surveillance systems. The leading vendors are
working on making their products more holistic in nature, and are open to
partnerships or even acquiring firms to plug any gaps in their offerings.

The increase in speed and volumes in trading in recent years has been accompanied
by ever more sophisticated cross-product trading strategies. These are also open to
abuse, and hence it is up to trading firms, exchanges, and regulators to be able to
detect any illicit activity. However, this is not an easy task, and for this reason, a lot of
recent enhancements to surveillance systems have tried to capture the cross-asset
and cross-market nature of rogue trading activity. The task is made more complicated
by the fact that often the analysis is required in near real-time and in significant detail
to meet the compliance and regulatory standards. Vendors are well aware of the fact
that the growing need for investment in surveillance is coming at a time when most
firms are not performing as well financially as they used to before the crisis. Hence,
they are trying to come up with ways in which the surveillance requirements can be
met more cost-effectively. Different vendors have different strategies. We are no
longer operating in an environment in which it is sufficient to improve the product
functionality; it is also important to take the cost of implementation and ongoing
maintenance into account.

There has been a tangible improvement in the communication and voice surveillance
capabilities of several vendors since our last report a year ago. Vendors are
addressing the need to improve their functionality in this regard both in-house and
through partnerships. The ideal product is one which seamlessly overlays the data
from trade and order surveillance with that from communication surveillance to allow
the compliance personnel or the regulators to be able to analyse all the available
information simultaneously. While some firms are claiming that they are able to do so
already, there is some way to go in terms of the progress being made by the industry
overall.

Cloud deployment of surveillance systems is going to become more popular in the
next few years. Again there is a variance in the approaches and capabilities of firms.
Some already provide cloud deployment, others have more of a wait and see
approach due to the security concerns that some market participants have. But it is
clear that cloud services have significant advantages, especially when we consider
the mid- and small-sized buy side and sell side firms. It is more economic to use
cloud services, and they also allow firms that do not have large IT teams to be able to
meet their surveillance requirements.

Another area firms are making progress is the use of machine learning and artificial
intelligence functionality. As we deal with ever growing volumes of data and rising
trading complexity, the use of supervised machine learning, and unsupervised
machine learning in the more advanced cases, will certainly make it simpler to handle
the onerous compliance and regulatory needs. As some vendors underlined, the
nature of the compliance function is such that some level of supervision would always
be required. However, the rapid advances in artificial intelligence capabilities would
continue to be of interest in the future as trading participants try to meet their
surveillance needs in a more economical and streamlined fashion.
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We now look at the ongoing role for big data technology. For some vendors, it is seen
as being more hype than anything else. But several vendors also stated how critical it
is to their operations, particularly as they have to deal with ever rising volumes of
unstructured data for the purpose of communication surveillance. Big data capabilities
provide a faster means to analyse vast amounts of data. The technology has an
important role to play in conjunction with cloud computing and machine learning in the
field of surveillance. As one vendor pointed out, most of the activities of surveillance
systems utilize big data capabilities in one way or another. Hence, in its various
forms, the technology is here to stay.

The leading market surveillance systems today have more sophisticated analytics,
visualization, and dashboards. The approach to surveillance has also changed and is
more holistic than ever before. The function is also combined more often with other
requirements of the compliance department of a firm, such as the GRC, best
execution, AML/KYC, and cybersecurity. For the near future, the requirements for
surveillance systems would be driven by key regulations such as MAR and MiFID II,
while the capability to meet these requirements would be a factor of the technological
developments in areas such as artificial intelligence, cloud computing, and big data.
An interesting element might be the manner in which industry regulators and
participants choose to deal with blockchain technology as it becomes more
mainstream. As one participant commented, blockchain does not readily lend itself to
surveillance due to the anonymity of data and the use of encryption. Once the
regulators are on board, private blockchains that address specific industry
requirements would have to be created in a way that they allow for the use of
surveillance technology. That would be another challenge the surveillance industry
has to overcome in the next few years.

Was this report useful to you? Please send any comments, questions, or suggestions
for upcoming research topics to info@celent.com.
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LEVERAGING CELENT'S EXPERTISE

If you found this report valuable, you might consider engaging with Celent for custom
analysis and research. Our collective experience and the knowledge we gained while
working on this report can help you streamline the creation, refinement, or execution

of your strategies.

SUPPORT FOR FINANCIAL INSTITUTIONS
Typical projects we support related to market surveillance include:

Vendor short listing and selection. We perform discovery specific to you and your
business to better understand your unique needs. We then create and administer a
custom RFI to selected vendors to assist you in making rapid and accurate vendor
choices.

Business practice evaluations. We spend time evaluating your business

processes. Based on our knowledge of the market, we identify potential process or
technology constraints and provide clear insights that will help you implement industry
best practices.

IT and business strategy creation. We collect perspectives from your executive
team, your front line business and IT staff, and your customers. We then analyze your
current position, institutional capabilities, and technology against your goals. If
necessary, we help you reformulate your technology and business plans to address
short-term and long-term needs.

SUPPORT FOR VENDORS
We provide services that help you refine your product and service offerings.
Examples include:

Product and service strategy evaluation. We help you assess your market position
in terms of functionality, technology, and services. Our strategy workshops will help
you target the right customers and map your offerings to their needs.

Market messaging and collateral review. Based on our extensive experience with
your potential clients, we assess your marketing and sales materials — including your
website and any collateral.

© ‘ Chapter: Leveraging Celent’s Expertise
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